New Identity Theft ‘Red Flag’ Rules Apply to
Healthcare Providers, FTC Says

By MicuerL Marcoux

Several federal agencies, including the
Federal Trade Commission, recently
issued joint rules and guidelines
aimed ar detecting, preventing
and midgating identity theft as
part of the Fair and Accurate
Credir Transactions Act of
2003. These rules, known as
the Red Flag Rules, create cer-
tain requirements with which
most healthcare providers will
need to comply.

Specifically, the Red Flag
Rules require that each “creditor™ that
offers or maintains a “covered account”
develop and implemenc a writen iden-
tity theft prevention program. Any
person or entity that defers paymenc
for goods or services, such as by billing
in arrears for medical treatment, will be
considered a creditor, according to the
FTC. Consequently, most healthcare
providers will fall within the Red Flag
Rules broad definition of a creditor
simply by billing patients after render-
ing services,

Further, most healthcare providers
offer or maintain covered accounts,
defined as consumer accounts {§) involv-
ing multiple payments or transactions,
or (i) for which there is a reasonably
foreseeable risk of identity theft, includ-
ing financial, operational, compliance,
repuration, or litigation risk, The agree-
ment of a healthcare provider to provide
services on a recurring basis and accept
paymenc afterwards creates a covered ac-
count. Also, each patient medical record
held by a healthcare provider might be
considered a covered account because
it contains information at high risk for
identity theft.

Thus, because most healthcare
providers qualify as creditors that offer
or maintain covered accounts, many
providers will need to develop and
implement an identity theft Programs
to comply with the Red Flag Rules.

Reguirements for Identity Theft
Prevention Programs

Identity theft prevention programs must
bein place by Novemnber 1, 2008, which
is the date that the Red Flag Rules be-
come effective.

Prior to drafting a program, health-
care providers may wish to consider as-
sembling a team to perform an identity
theft risk assessment. Ideally, the eam
should include individuals from differ-
ent departments of the provider and
review (i} how an individual’s identity is
verified when opening an account dus-
ing admission, (i) what information is
gathered, (iii) how thar information is

stored, and (iv) what steps could be tak-
en to detect and prevent identity theftin
connection wish existing accounts.

‘To comply with the Red Flag Rules,
a healthcare provider must develop a
written program that idenrifies and
detects the refevanc warning signs — or
“ted flags"— of identity theft. The FTC
has grouped potential red flags into five
(5) categories, including:

* alerts, notiftcations, or warnings
from a consumer reporcing agency;

* suspicious documents;

* suspicious persenally identify-
ing information, such as a suspicious
address;

» unusual use of, or suspicious activ-
ity n:laring to, a covered account; and

* notice from customers, victims of
identity theft, law enforcement authori-
ties, or other persons regarding possible

identity theft in connec-
-tion with covered accounts
held by the creditor.
Healthcare providers
can ask various state agen-
cies for help in identifying
red flags as well. For example,
the Board of Pharmacy or
state healthcare associations
will have had experience with
patient complaints or fraud
* schemes.

Identicy theft prevention
programs must also describe
appropriate respenses that would
prevent and mitigate idendity
- theft. Mitigating identity theft
may mean that the healthcare
provider has a system in place to

‘notify patients or law enforcement

of suspicious activity in patients’ ac-
counts. Further, kealthcare providers
should educate employees and patients
regarding their identity theft prevention
programs, Employees should be able
w identify warning signs of identity
theft. Patients should trust that their
healthcare providers make the cffort
to verify patient identity and safeguard
information,

Identity theft prevention programs
must be approved by the board of dirce-
tors of the healthcare provider. Programs
then should be managed by either the
board of directors or a senior employee
of the healthcare provider. Programs
should include appropriate staft train-
ing, provide oversight of service provid-
ers, and be updated annually to ateempt
to catch new identity theft schemes and
ensure their effectiveness.

Healtheare Providers Negd Not Panic
Most healthcare providers likely have
measures in place upon which 1o base
their identty theft prevention programs,
Many of the measures that healthcare
providers took ro comply with the
HIPAA Securicy Rule may carry over
into their identity theft prevencion
programs. For instance, a healthcare
provider's security officer may head up
its identity theft prevention program.
The Red Flag Rules are designed ro be
flexible so that cach identity theft pre-
vention program is approptiate to the
size and complexity of the company to
which it is railored.

Finally, if the American Medical
Association {"AMA”} and several trade
associations representing healthcare
providers get their way, concerns about
establishing an identity thefi prevention
program may become a moot point.
AMA and the other trade associations
are in the process of lobbying the FTC 1o
stop viewing physicians as “credicors” for
the purposes of the Red Flag Rules.

More derailed compliance guidance
from the FTC on the Red Flags Rules
will be forthcoming. For questions about
compliance with the Red Flag Rules, you
can contact RedFlags@fic.gov.

“The full text of the final mie it accessible az: hp:iluun,
[regovlopal2007/F Oredflag.rhem,
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21 Tha Hotel Hightand! Visit our website at
www.thehotelhighland.cons to take a
peek at what you are missing!
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The Hotel Highland's Renee Deason, Direciar of Sales, Kay French, General Manages, and
Mefissa Dyson, Front Desk Manager, all agree that their hotel is the "Best Kept Secret”.
in Birmirgham's Historic Southside, located at 1023 20th South, This hotel
isn't your typical hotel with its New Yark Boutigue Style décor and over
the top H Martini Bar, and believe it or not, it boasts very trangui,
sophisticatedly comfortable reoms. It is definitely the "hidden
treasure” of Birmingham! If you want to impress, $his is the place
10 entertain and accommodate. "Expect the unexpected”
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