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NERC
B

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

January 31, 2011

Ms. Kimberly Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, D.C. 20426

Re:  NERC Administrative Citation Notice of Penalty
FERC Docket No. NP11- -000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides the attached
Administrative Citation Notice of Penalty* (Administrative Citation NOP) in Attachment A
regarding 19 Registered Entities” listed therein,® in accordance with the Federal Energy
Regulatory Commission’s (Commission or FERC) rules, regulations and orders, as well as
NERC Rules of Procedure including Appendix 4C (NERC Compliance Monitoring and
Enforcement Program (CMEP)).*

The Administrative Citation NOP resolves 41 violations® of 11 Reliability Standards. In order to
be a candidate for inclusion in this initial Administrative Citation NOP, the violations are those
that had a minimal impact on the reliability of the bulk power system (BPS). In all cases, the
violations contained in these NOP have been mitigated, certified by the respective Registered
Entities as mitigated and verified by the Regional Entity as having been mitigated.

Some of the violations at issue in the Administrative Citation NOP are being filed with the
Commission because the Regional Entities have respectively entered into agreements with the
Registered Entities identified in Attachment A to resolve all outstanding issues arising from

! Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment,
Approval, and Enforcement of Electric Reliability Standards (Order No. 672), Il1 FERC Stats. & Regs. 1 31,204
(2006); Notice of New Docket Prefix “NP”” for Notices of Penalty Filed by the North American Electric Reliability
Corporation, Docket No. RM05-30-000 (February 7, 2008). See also 18 C.F.R. Part 39 (2010). Mandatory
Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. 1 31,242 (2007) (Order No. 693), reh’g
denied, 120 FERC { 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 39.7(c)(2). See also Notice of No Further
Review and Guidance Order, 132 FERC {61,182 (2010).

2 Corresponding NERC Registry 1D Numbers for each Registered Entity are identified in Attachment A.

® Attachment A consists of three excel spreadsheets.

“ See 18 C.F.R § 39.7(c)(2).

> For purposes of this document, each violation at issue is described as a “violation,” regardless of its procedural
posture and whether it was a possible, alleged or confirmed violation.
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Princeton, NJ 08540

. 609.452.8060 | www.nerc.com



20110201- 5148 FERC PDF (Unofficial) 1/31/2011 8:15:48 PM

NERC Administrative Citation Notice of Penalty
January 31, 2011
Page 2

preliminary and non-public assessments resulting in the Regional Entities” determination and
findings of the enforceable violation of the Reliability Standards identified in Attachment A. In
some of those settlement agreements, as designated in the attached spreadsheet, some of the
Registered Entities have admitted to the violations, while the others have indicated that they
neither admit nor deny the violations. While some of the Registered Entities have neither
admitted nor denied the violations of the Reliability Standards, they have agreed to the proposed
penalty stated in Attachment A, in addition to other remedies and mitigation actions to mitigate
the instant violation and ensure future compliance with the Reliability Standards. Accordingly,
all of the violations, identified as NERC Violation Tracking Identification Numbers in
Attachment A, are being filed in accordance with the NERC Rules of Procedure and the CMEP.

As discussed below, this Administrative Citation NOP resolves 41 violations. The Commission
has encouraged the use of a streamlined enforcement process that could avoid the filing of
individual notices of penalty for violations that posed minimal risk to the reliability of the BPS.®
Completing these minimal risk violations will help NERC and the Regional Entities focus on the
more serious violations of the mandatory and enforceable NERC Reliability Standards. NERC
respectfully requests that the Commission accept this Administrative Citation NOP.

Statement of Findings Underlying the Alleged Violations
The descriptions of the violations and related risk assessments are set forth in Attachment A.

This filing contains the basis for approval by the NERC Board of Trustees Compliance
Committee (NERC BOTCC) of the findings and penalties reflected in Attachment A. In
accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2010), each
Reliability Standard at issue in this Notice of Penalty is set forth in Attachment A.

Text of the Reliability Standards at issue in the Administrative Citation NOP may be found on
NERC’s web site at http://www.nerc.com/page.php?cid=2|20. For each respective violation, the
Reliability Standard Requirement at issue and the applicable Violation Risk Factor are set forth
in Attachment A.

Status of Mitigation’

As noted above and reflected in Attachment A, the respective Regional Entities have determined
that the violations identified in Attachment A have been mitigated. The mitigation activities
have all been accepted by the Regional Entity and verified as completed. These activities are
described in Attachment A for each respective violation. Information also is provided regarding
the dates of Regional Entity verification of such completion.

® See North American Electric Reliability Corporation, Reliability Standards Development and NERC and Regional
Entity Enforcement, 132 FERC 1 61,217 at P 218 (2010) (encouraging streamlined “parking ticket”-type
administrative processes aligned with the significance of the subject violations).

. " See 18 C.F.R § 39.7(d)(7).




20110201- 5148 FERC PDF (Unofficial) 1/31/2011 8:15:48 PM

NERC Administrative Citation Notice of Penalty
January 31, 2011
Page 3

Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed®

Basis for Determination

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction
Guidelines and the Commission’s July 3, 2008 Guidance Order, the October 26, 2009 Guidance
Order and the August 27, 2010 Guidance Order,® the NERC BOTCC reviewed the
Administrative Citation NOP and the attachments thereto, on January 10, 2011. The NERC
BOTCC approved the Administrative Citation Spreadsheet, including the Regional Entities’
imposition of financial penalties as reflected in Attachment A, based upon its findings and
determinations, the NERC BOTCC’s review of the applicable requirements of the Commission-
approved Reliability Standards, and the underlying facts and circumstances of the violations at
issue.

Pursuant to Order No. 693, the penalty will be effective upon expiration of the 30-day period
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review any
specific penalty, upon final determination by FERC.

Request for Confidential Treatment of Certain Attachments

Certain portions of Attachment A include confidential information as defined by the
Commission’s regulations at 18 C.F.R. Part 388 and orders, as well as NERC Rules of Procedure
including the NERC CMEP Appendix 4C to the Rules of Procedure. This includes non-public
information related to certain Reliability Standard violations and confidential information
regarding critical energy infrastructure.

In accordance with the Commission’s Rules of Practice and Procedure, 18 C.F.R. § 388.112, a
non-public version of the information redacted from the public filing is being provided under
separate cover.

Because certain of the information in the attached documents is deemed “confidential” by
NERC, Registered Entities and Regional Entities, NERC requests that the confidential, non-
public information be provided special treatment in accordance with the above regulation.

Attachments to be included as Part of this Notice of Penalty

The attachments to be included as part of this Notice of Penalty are the following documents and
material:

a) Administrative Citation Spreadsheet, included as Attachment A;
b) Additions to the service list, included as Attachment B; and

c) VRF Revision History Applicable to the Administrative Citation NOP, included as
Attachment C.

8 See 18 C.F.R § 39.7(d)(4).
° North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC
61,015 (2008); North American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of

. Penalty,” 129 FERC 1 61,069 (2009); North American Electric Reliability Corporation, 132 FERC 1 61,182 (2010).
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A Form of Notice Suitable for Publication®

A copy of a notice suitable for publication is included in Attachment D.
Notices and Communications

Notices and communications with respect to this filing may be addressed to the following as well
as to the entities included in Attachment B to this Administrative Citation NOP:

Gerald W. Cauley Rebecca J. Michael*

President and Chief Executive Officer Assistant General Counsel

David N. Cook* V. Davis Smith

Senior Vice President and General Counsel Attorney

North American Electric Reliability Corporation | North American Electric Reliability Corporation
116-390 Village Boulevard 1120 G Street, N.W.

Princeton, New Jersey 08540-5721 Suite 990

(609)452-8060 Washington, D.C. 20005-3801

(609) 452-9550 — facsimile (202) 393-3998

david.cook@nerc.net (202) 393-3955 — facsimile

rebecca.michael@nerc.net
davis.smith@nerc.net
*Persons to be included on the Commission’s
service list are indicated with an asterisk. NERC
requests waiver of the Commission’s rules and
regulations to permit the inclusion of more than
two people on the service list. See also
Attachment B for additions to the service list.

I 10See 18 C.F.R §39.7(d)(6).
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Conclusion

Handling these violations in a streamlined process will help NERC and the Regional Entities
focus on the more serious violations of the mandatory and enforceable NERC Reliability
Standards. Accordingly, NERC respectfully requests that the Commission accept this
Administrative Citation Notice of Penalty as compliant with its rules, regulations and orders.

Gerald W. Cauley

President and Chief Executive Officer

David N. Cook

Senior Vice President and General Counsel
North American Electric Reliability Corporation
116-390 Village Boulevard

Princeton, NJ 08540-5721

(609) 452-8060

(609) 452-9550 — facsimile
david.cook@nerc.net

CC: Entities listed in Attachment B

'V

Respectfully submitted,

/s/ Rebecca J. Michael

Rebecca J. Michael

Assistant General Counsel

V. Davis Smith

Attorney

North American Electric Reliability
Corporation

1120 G Street, N.W.

Suite 990

Washington, D.C. 20005-3801

(202) 393-3998

(202) 393-3955 — facsimile

rebecca.michael@nerc.net

davis.smith@nerc.net
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ATTACHMENT A

JANUARY 2011 ADMINISTRATIVE CITATION NOTICE OF PENALTY

CONSISTING OF

1. ATTACHMENT A-1:
January 31, 2011 Public Administrative Citation Notice of Penalty Spreadsheet
NON-CIP VIOLATIONS ONLY

2. ATTACHMENT A-2:
January 31, 2011 Public Administrative Citation Notice of Penalty Spreadsheet
PRIVILEGED AND CONFIDENTIAL INFORMATION REMOVED (CIP
AND/OR NON-CIP)

3. ATTACHMENT A-3:
January 31, 2011 Public Administrative Citation Notice of Penalty Spreadsheet
CONTAINS PRIVILEGED AND CONFIDENTIAL INFORMATION - DO NOT
RELEASE (CIP AND/OR NON-CIP)
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ATTACHMENT B

REGIONAL ENTITY SERVICE LIST FOR JANUARY 2011 ADMINISTRATIVE
CITATION NOTICE OF PENALTY

FOR MRO:

Daniel P. Skaar*

President

Midwest Reliability Organization
2774 Cleveland Avenue North
Roseville, MN 55113

P: (651) 855-1731
dp.skaar@midwestreliability.org

Sara E. Patrick*

Director of Regulatory Affairs and Enforcement
Midwest Reliability Organization

2774 Cleveland Avenue North

Roseville, MN 55113

P: (651) 855-1708
se.patrick@midwestreliability.org

FOR NPCC:

Walter Cintron*

Manager, Compliance Enforcement
Northeast Power Coordinating Council, Inc.
1040 Avenue of the Americas — 10" Floor
New York, New York 10018-3703

(212) 840-1070

(212) 302-2782 — facsimile
wcintron@npcc.org

FOR RFC:

Robert K. Wargo*

Manager of Compliance Enforcement
ReliabilityFirst Corporation

320 Springside Drive, Suite 300
Akron, OH 44333

(330) 456-2488
bob.wargo@rfirst.org
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L. Jason Blake*

Attorney

ReliabilityFirst Corporation
320 Springside Drive, Suite 300
Akron, OH 44333

(330) 456-2488
jason.blake@rfirst.org

FOR SERC:

R. Scott Henry*

President and CEO

SERC Reliability Corporation
2815 Coliseum Centre Drive
Charlotte, NC 28217

(704) 940-8202

(704) 357-7914 — facsimile
shenry@sercl.org

Marisa A. Sifontes*

General Counsel

SERC Reliability Corporation

2815 Coliseum Centre Drive, Suite 500
Charlotte, NC 28217

(704) 494-7775

(704) 357-7914 — facsimile
msifontes@sercl.org

Kenneth B. Keels, Jr.*
Director of Compliance
Andrea Koch*

Manager, Compliance Enforcement and Mitigation
SERC Reliability Corporation
2815 Coliseum Centre Drive
Charlotte, NC 28217

(704) 940-8214

(704) 357-7914 — facsimile
kkeels@sercl.org
akoch@sercl.org

FOR SPP RE:

Stacy Dochoda*

General Manager

Southwest Power Pool Regional Entity
16101 La Grande, Ste 103

Little Rock, AR 72223
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(501) 688-1730
(501) 821-8726 — facsimile
sdochoda@spp.org

Joe Gertsch*

Manager of Enforcement

Southwest Power Pool Regional Entity
16101 La Grande, Ste 103

Little Rock, AR 72223

(501) 688-1672

(501) 821-8726 — facsimile
jgertsch@spp.org

Machelle Smith*

Paralegal & SPP RE File Clerk
Southwest Power Pool Regional Entity
16101 La Grande, Ste 103

Little Rock, AR 72223

(501) 688-1681

(501) 821-8726 — facsimile
spp_regional_entity file clerk@spp.org

FOR TEXAS RE:

Susan Vincent*

General Counsel

Texas Reliability Entity, Inc.
805 Las Cimas Parkway
Suite 200

Austin, TX 78746

(512) 583-4922

(512) 233-2233 — facsimile
susan.vincent@texasre.org

Rashida Caraway*

Manager, Compliance Enforcement
Texas Reliability Entity, Inc.

805 Las Cimas Parkway

Suite 200

Austin, TX 78746

(512) 583-4977

(512) 233-2233 — facsimile
rashida.caraway@texasre.org
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ATTACHMENT C

Violation Risk Factor Revision History Applicable to the Administrative Citation

Notice of Penalty

Some of the Violation Risk Factors in the Administrative Citation spreadsheet can be
attributed to the violation being assessed at a main requirement or sub-requirement level.
Also, some of the Violation Risk Factors were assigned at the time of discovery. Over
time, NERC has filed new Violation Risk Factors, which have been approved by FERC.

When NERC filed Violation Risk Factors (VRF) it originally assigned CIP-003-1
R1 a Lower VRF. The Commission approved the VVRF as filed; however, it
directed NERC to submit modifications. NERC submitted the modified Medium
VRF and on June 27, 2008, the Commission approved the modified Medium
VRF. Therefore, the Lower VRF for CIP-003-1 R1 was in effect from June 18,
2007 until January 27, 2009 when the Medium VRF became effective. The sub-
requirements each have Lower VRFs.

When NERC filed VRFs it originally assigned CIP-004-1 R2.1, R2.2 and R2.2.4
“Lower” VRFs. The Commission approved the VRFs as filed; however, it
directed NERC to submit modifications. NERC submitted the modified
“Medium” VRFs and on January 27, 2009, the Commission approved the
modified “Medium” VRFs. Therefore, the “Lower” VRFs for CIP-004-1 R2.1,
R2.2 and R2.2.4 were in effect from June 18, 2007 until January 27, 2009 when
the “Medium” VRFs became effective. CIP-004-1 R2, R2.2.1, R2.2.2 and R2.3
have “Lower” VRFs.

When NERC filed VRFs it originally assigned CIP-004-1 R3 a Lower VRF. The
Commission approved the VRF as filed; however, it directed NERC to submit
modifications. NERC submitted the modified Medium VRF and on January 27,
2009, the Commission approved the modified Medium VRF. Therefore, the
Lower VRF for CIP-004-1 R3 was in effect from June 18, 2007 until January 27,
2009 when the Medium VRF became effective.

When NERC filed VRFs it originally assigned CIP-004-1 R4.2 a Lower VRF.
The Commission approved the VRF as filed; however, it directed NERC to
submit modifications. NERC submitted the modified Medium VRF and on
January 27, 2009, the Commission approved the modified Medium VRF.
Therefore, the Lower VRF for CIP-004-1 R4.2 was in effect from June 18, 2007
until January 27, 2009 when the Medium VRF became effective. CIP-004-1 R4
and R4.1 have Lower VRFs.

When NERC filed VRFs for FAC-008-1, NERC originally assigned Lower VRFs
to FAC-008-1 R1.1, R1.2, R1.2.1 and R1.2.2. The Commission approved the
VRFs but directed modifications. On December 19, 2007, NERC filed the
modified Medium VRFs for FAC-008-1 R1.1, R1.2, R1.2.1 and R1.2.2 for
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approval. On February 6, 2008, the Commission issued an Order approving the
modified VRFs. Therefore, the Lower VRFs for FAC-008-1 R1.1, R1.2, R1.2.1
and R1.2.2 were in effect from June 18, 2007 until February 6, 2008 and the
Medium VRFs has been in effect since February 6, 2008. FAC-008-1 R1, R1.3
and R1.3.5 have Lower VRFs and R1.3.1, R1.3.2, R1.3.3 and R1.3.4 have
Medium VRFs.
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ATTACHMENT D

UNITED STATES OF AMERICA
FEDERAL ENERGY REGULATORY COMMISSION

North American Electric Reliability Corporation Docket No. NP11-__ -000

NOTICE OF FILING
January 31, 2011

Take notice that on January 31, 2011, the North American Electric Reliability
Corporation (NERC) filed an Administrative Citation Notice of Penalty regarding
nineteen (19) Registered Entities in six (6) Regional Entity footprints.

Any person desiring to intervene or to protest this filing must file in accordance
with Rules 211 and 214 of the Commission’s Rules of Practice and Procedure (18 CFR
385.211, 385.214). Protests will be considered by the Commission in determining the
appropriate action to be taken, but will not serve to make protestants parties to the
proceeding. Any person wishing to become a party must file a notice of intervention or
motion to intervene, as appropriate. Such notices, motions, or protests must be filed on
or before the comment date. On or before the comment date, it is not necessary to serve
motions to intervene or protests on persons other than the Applicant.

The Commission encourages electronic submission of protests and interventions
in lieu of paper using the “eFiling” link at http://www.ferc.gov. Persons unable to file
electronically should submit an original and 14 copies of the protest or intervention to the
Federal Energy Regulatory Commission, 888 First Street, N.E., Washington, D.C. 20426.

This filing is accessible on-line at http://www.ferc.gov, using the “eLibrary” link
and is available for review in the Commission’s Public Reference Room in Washington,
D.C. There is an “eSubscription” link on the web site that enables subscribers to receive
email notification when a document is added to a subscribed docket(s). For assistance
with any FERC Online service, please email FERCOnlineSupport@ferc.gov, or call
(866) 208-3676 (toll free). For TTY, call (202) 502-8659.

Comment Date: [BLANK]

Kimberly D. Bose,
Secretary
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Attachment A-2
January 31, 2011 Public Citation Notice of Penalty
PRIVILEGED AND CONFIDENTIAL INFORMATION
REMOVED (CIP AND/OR NON-CIP)

[Region [NCR1D i Reabiiy  [Req. |VioalonRisk [Viollon [Risk Asses [Vioktion — [Violaion End [ Total Penalty [Method of  [Descripion of Witgaion Acivy. Vitigaton

|Standard Factor [severty Level StartDate  [Date. [sanciion (5) IDiscovery. |Completon Date.

PP [sPP_UREL INCRXG0XX U [ciP-ooe1  [RL [Lower [High [SPP RE has determined that SPP_UREL's violalon of CIP-008-L R1 [7//2008 _ [2119/2010 8500 [Spot Check _[SPP_UREL SPP_UREL 21972010 [Neither Admis
[or-008.1 1.2 ana .. Rogaring 1.2 sthugn PP UREzs 12 lposed a minima isk 0 the refaity of the buk power system (8PS). Ipor Deries
et Respse Pl ekt s and resporsiits o e 16) [SPP_URE1 had an Incident Response Planin piace, even though i plans. Furthemore, SPP._L

o tam memoers a5 e by CIP 0081 L2, pln i The response andto
et e o b repor b e £< SAC.
the CCAS and wod be expected to idertiy, cortain, and utimately
|condiucted by SPP_URE did not satisty the requirements of the recover from an incider. Further,there have been o reported cyber
Standard. For example, SPP_URE1's 2008 incident resporse testing
incuded intruction regarcing dures in completing the
reporing form; hovever, the testing faied to include a triggering ever|
plnstens Addtorly SPP UREL's 200 et resporse tesing
fatle 0 include wiggering everts o invoke the resporse pk
levent as a reportable incidert as requred by CIP-008-1 RLL, and to
report an ncidert hat was determined to be reporiabie 1o the
[ )
[P [SPP_UREL INCRXGGKK TURELvas ron [CIP0001  [R2 |Lower [Severe [SPPRE X CiPG0S TRz 2008 |U2ai0a  [§700 [Spot Check UREL Tarary 25, 2008, pror 287200 572010 [Neither Adis
lposed a minima isk o the refilty of the buk power system (BPS). Ipor Deries
plars by the required date of complance (Juy 1, 2006). |SPP_URE1 did have a recovery plan n place, even though it was ot
[Futher, the etity support staf is very experienced in he support of the
(Crical Cyber Asses and can be reasonably expected to perform the:
lappropriate recovery steps for a vide variety of inciderss.
[P [sPr_UREZ INCRXGHXX [On November 16, 2009, SPP_1 [ePo0aT  [Rad, [Viedum [Cower [SPPRE X G0 iRe [Ti/2008  [si1/2010 80 [Selfeport SPP. 1172010 511572010 [Nefther Adits
1741471 Re2 RegaringRa, ough laz lposed a minima isk 0 the refabill of the bulk power Ps). R Ré, I Deries
lsts X I
o tncacons pysical ceess o Crlcl yber ket vere the Stanard. Additonaly. the deadine to
|condiucted, the reviews did ot nciude evaliations of each ndividual
. their ed. Regarding 4.2, 1 of
ddiionaly, 2 “The other 2 employees had previously completed the required
Varing bt a0 compere e are) g by 5P UREZ:
X INeither employee attempted (o gain access.
[MRG — [WRG_URES INCRXGGK RO 5, 2010, aMRO_URES  [cip0072 [R5 [Lower Figh e T0a2010 |50 [Saifrepor  [WRO.L T On August 23, 2010 The WM senvce. [TZi0z000  [Admis
P |uen the the domain controller servers. 2. On August 24, 2010 he
(ESP) for a summer inter and roticed tha a system alam did ot ge the entiy’ loperating anp
|sent s anticipated. Aftr conducing anintemal eview, MRO_URES EsP, [systemfor Jar wi alrt the EMMS techs if these services are not unring. 3. On August 24, 2010 the securty logs fo th last 3 days (August 22 o
|determined that 90 days of the system event logs on 4 Jime. ine four 24, 4.0n
|configured domain servers, utich are Criical Cyber Assets (CCAS), [checked all servers witrn the ESP during this period. Also, a daly scan [domain |August 25, ¢ 5. From August 23 0
RO, servers vias. 26, 2010,
using software calld GF to moritor system evert 0gs (0 using a e Ay [uporaded |On August 31, 2010 changes were made o Windows Group Poicy to ensure the WinRM and Event Collctor Services are enabied
[Windows Event Collector Service avaiable in Windows Server 2008 windows 5, 2010 and b
|Operating System. On June 29, 2010, MRO_URES moved 4 new Server 2008,
servr to ersure the change did not inroduce a new port o service. [and the
onauy 2 2010 INetwork admiristators woud then analyze any exceptions. Access o [Windows
|domain servers to new domain servers was complete. On Juy 13, the subject domain conrollers was avaiiabie only o a smal set of IRemote
12010, when e opeating sysl:m for e 4 domanseers vas MRO_
IService vas
st e Wit Eve Colecor Senen s aoret i, On August 31, 2010,
out the Windows Remote Manager Serice was disabled. The MRO | 90 days of
ogs are
Imaiained.
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Attachment A-1

January 31, 2011 Public

Citation Notice of Penalty
NON-CIP VIOLATIONS ONLY
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|Cooperative, which ha a prior violaton of PRC-008-0. TexLa

the settemere.

luFL
[Tex-La Electric was subject o a spot.check in November 2007 by Te»
i provided a mairtenarce and stng schachle. Accorting o
iy, i s mistakenl removed from it procedure in between
e 500 check e e vt
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