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I.  INTRODUCTION 

The North American Electric Reliability Corporation (“NERC”) respectfully submits this 

compliance filing in response to the Federal Energy Regulatory Commission’s (“FERC”) Order 

issued December 17, 20091 requiring NERC to submit additional information in Docket No. 

RM06-22-010.  FERC noted that this additional information will allow FERC to evaluate its 

approval of NERC’s Critical Infrastructure Protection (“CIP”) Version 1 Implementation Plan 

for nuclear power plant generator owners’ (“GOs”) and generator operators’ (“GOPs”) 

compliance with Version 1 of the CIP standards (“Version 1 Implementation Plan”).2  FERC 

also directed NERC to incorporate into the Implementation Plan the implementation of Version 2

of the CIP standards by nuclear power plants on the same schedule established for Version 1.

NERC’s filing includes: 

 

   

20094 will be carried over to the CIP Version 2 and Version 35 Implementation Plan 

for U.S. Nuclear Power Plant Owners and Operators.       

1.   An explanation of NERC’s process for determining the scope of systems of nuclear 

“GOs” and “GOPs” that are to be compliant with the NERC CIP Reliability 

Standards, and those systems that are to be compliant with the Nuclear Regulatory 

Commission’s (“NRC”) Title 103 authority; and  

2.   A discussion of the manner in which the effective dates included in the Version 1 

Implementation Plan submitted by NERC for FERC approval on September 15, 

                                                 
1 Mandatory Reliability Standards for Critical Infrastructure Protection, Order Addressing Compliance Filing and 

ommunication Systems and Networks (“Title 10”).  

ability Standards for Generator Owners and 

Requiring Further Compliance Filing, 129 FERC ¶ 61,224 (2009) (“December 17 Order”).  
2 Id. at P 2. 
3 See 10 C.F.R. §73.54, Protection of Digital Computer and C
Title 10 provides the legal authority to the NRC for collecting from Licensees a cyber security plan and 
implementation schedule for implementation of that plan.    
4 Compliance Filing and Petition for Approval of the North American Electric Reliability Corporation of an 
Implementation Plan for Critical Infrastructure Protection Reli
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r, that while the general structure of the Implementation 

Plan co

 

 

                                                                                                                                                            

RC noted in its September 15 Filing that there are three critical path items that 

n appropriate timeframe for nuclear power plant owne

e NERC CIP standards.  These are: (1) FERC’s effective date of the Version 1 

Implementation Plan; (2) the availability of the “exemption process” that FERC directed NERC 

to develop for exempting systems, structures, and components (“SSCs”) in a nuclear p

plant’s balance of plant that are subject to NERC’s CIP standards; and (3) the fact that certain 

CIP requirements cannot be implemented without the nuclear plant going out of service, and

therefore, sufficient time needs to be made available to properly plan, schedule, and budget for

the nuclear outage-related activities.    

In addressing NERC’s proposed Implementation Plan and these three critical path items,

FERC noted, in the December 17 Orde

mports with the directives in Order No. 706-B,6 without further clarification regarding 

the scope of systems determination and the exemption process, FERC cannot properly evaluate 

whether the Implementation Plan provides an appropriate schedule for making the CIP standards 

mandatory and enforceable on GOs and GOPs of U.S. nuclear power plants.7  Accordingly, 

FERC directed NERC to make a compliance filing within thirty days describing the scope of 

systems determination and exemptions process, specifically addressing the following: 

 The anticipated date the scope of systems determination framework will be finalized; 

 The status of the development of the exemption process; 

 
Generator Operators of U.S. Nuclear Power Plants in Accordance with Paragraph 60 of Order No. 706-B, Docket 
No. RM06-22-010 (September 15, 2009) (“September 15 Filing”).  
5 NERC will include the Version 3 CIP standards in the proposed Version 2 Implementation Plan because NERC 
filed for FERC approval a proposed Version 3 of the CIP Reliability Standards on December 29, 2009 in Docket No. 
RD09-7-002. 
6 Mandatory Reliability Standards for Critical Infrastructure Protection, Order No. 706-B, 126 FERC ¶ 61,229 
(2009) (“Order No. 706-B”). 
7 December 17 Order at P 14.  
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 Whether the exemption process will include: (i) an application deadline and (ii) a 
deadline for a determination on an exemption request; and  

ded in the exemption 
process.   

at the responses to these questions are important to determine the finality 

of the p
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or 

 

sion 1 

ents, 
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compliance filing a revised Implementation Plan that incorporates the Version 2 CIP Standards 
                                                

 
 A description of any other time parameters that may be inclu

8

 
FERC noted th

roposed implementation timeline for the exemption process, or whether NERC’s 

proposed Version 1 Implementation Plan allows for open-ended delays in the application 

exemptions, reviews, and final determination of exemptions.9  As FERC noted in the Decemb

17 Order, the scope of systems determination is important because it is a key variable in 

determining implementation dates for nuclear GOs’ and GOPs’ compliance with the CIP 

standards.  That is, the proposed Implementation Plan is structured such that the timeline f

compliance with each requirement within the CIP Reliability Standards is the later of: (i) the 

FERC-approved effective date of the Implementation Plan plus 18 months (i.e. the “R” date in

the proposed CIP Version 1 Implementation Plan); (ii) the date the scope of systems 

determination is completed plus 10 months (i.e. the “S” date in the proposed CIP Ver

Implementation Plan); or (iii) if an outage is required for implementation of certain requirem

six months following the completion of the first refueling outage at least 18 months following 

the FERC effective date of the Implementation Plan.10  Therefore, the implementation date of t

CIP Version 1 standards is dependent upon NERC’s determination of whether a Nuclear Plant 

Licensee’s (“Licensee”) SSCs fall within NERC’s Section 215 jurisdiction, or whether those 

SSCs fall within the NRC’s Title 10 jurisdiction (i.e. the “Scope of Systems Determination”). 

Additionally, FERC directed NERC in the December 17 Order to submit as part of its 

 
8 Id. 
9 Id.  
10 Id. at P 8. 
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 Implementation Plan schedule.11  FERC noted in the December 17 Order that the 

implementation timeline for the Version 2 CIP standards should be the same as the 

Implementation Plan for the Version 1 CIP standards.12  FERC stated that this implementa

schedule is reasonable because the Version 2 CIP standards comprise a limited set o

modifications, and because there is a generous lead time before the earliest possible date owner

and operators of nuclear plants will be required to achieve compliance with the Versio

standards in accordance with NERC’s Implementation Plan for the Version 1 CIP standards.13   

In this filing, NERC hereby requests that FERC approve the proposed Implementation 

Plan for the Version 1 CIP standards so that the “R” date included in the proposed 

entation Plan will take effect (i.e. the timetable for the R+18 months will begin upon 

FERC approval of the Version 1 Implementation Plan).  Additionally, NERC is cur

developing the CIP Version 2 and Version 3 Implementation Plans for U.S. Nuclear Owners a

Operators, which include the same implementation dates as the Version 1 Implementation 

The “R” date included in the Version 2 and Version 3 plans will specifically be anchored to the 

“R” date in the Version 1 Implementation Plan.  Because the Version 2 and Version 3 plans must 

be balloted in accordance with NERC’s Reliability Standards Development Procedure14 which 

could not be completed within the thirty days NERC was given to submit this compliance filing, 

NERC requests permission to submit an additional compliance filing requesting FERC approval

of the Version 2 and Version 3 Implementation Plans after the plans have been balloted by the 

industry and approved by the NERC Board of Trustees.  

 
11 Id at P 15.  
12 Id.  
13 Id. 
14 NERC’s Reliability Standards Development Procedure is available at: 
http://www.nerc.com/fileUploads/File/Standards/RSDP_V6_1_12Mar07.pdf.   
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II.  NOTICES AND COMMUNICATIONS 

Notices and communications with respect to this filing may be addressed to: 

 
Gerald W. Cauley* 
President and Chief E
David N. Cook*  
Vic
North American Electric Reliability Corporation  
116-390 Village Boulevard 

-5721 

facsimile 

rvice list are 
 requests waiver of 
ermit the inclusion of 

ervice list. 

Rebecca J. Michael* 
l Counsel 

Holly A. Hawkins* 

North American Electric Reliability      
Corporation 

005-3801 
-3998 

rebe nerc.net 
et 

 
 

 
EMBE  17, 2009 ORDER 

xecutive Officer Assistant Genera

e President and General Counsel Attorney 

Princeton, NJ 08540
(609) 452-8060 
(609) 452-9550 – 
gerry.cauley@nerc.net  
david.cook@nerc.net 
 
 

ded on FERC’s se* Persons to be inclu
indicated with an asterisk.  NERC

 to pFERC’s rules and regulations
more than two people on the s

1120 G Street, N.W. 
Suite 990 
Washington, D.C. 20
(202) 393
(202) 393-3955 – facsimile 

cca.michael@
holly.hawkins@nerc.n
 
 

III.  RESPONSES TO DEC R  
 
A. nStatus of Scope of Systems Determinatio  
 

In the December 17 Order, FERC directed NERC to make a compliance filing providing 

additional informat ically to address 

foll

 

 
er the exemption process will include: (i) an application deadline and (ii) a 

deadline for a determination on an exemption request; and  

 A description of any other time parameters that may be included in the exemption 

ion regarding the scope of systems determination, and specif

the owing:   

 the anticipated date the scope of systems determination framework will be finalized; 

 the status of the development of the exemption process;   

 wheth

 


process.  
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The dates applicable to NERC’s scope of systems determination are based on a FERC 

effective date of “R,” which represents the date that FERC approves the Version 1 

Implem

mpliance 

 “S” is 

s 

at fall under 

the NR

ovides 

RC’s 

s 

s for developing an in-scope system list to distinguish those SSCs that should 

fall und

entation Plan that was submitted to FERC for approval on September 15, 2009.  

According to the proposed Version 1 Implementation Plan, Licensees must be in co

with the CIP Reliability Standards by the later of R + 18 months or S + 10 months, where

the date upon which the Bright-Line determination (or scope of systems determination for SSC

that are determined to be within NERC’s Section 215 authority) will be finalized.   

NERC has been actively engaged in the development of a “Bright-Line Test” to identify 

those systems that fall under NERC’s Section 215 jurisdiction, and those systems th

C’s Title 10 jurisdiction and are therefore exempt from NERC jurisdiction.  A significant 

first step in developing this Bright-Line test with the NRC was accomplished with the 

development of a Memorandum of Understanding (“MOU”) that was executed by the NRC and 

NERC on December 30, 2009, and is attached as Exhibit 1 to this filing.  This MOU pr

that NERC and the NRC will work collaboratively in processing NERC’s disposition of 

exemption requests received from nuclear facilities subject to NERC’s CIP standards.  In the 

MOU, NERC agrees to consult with the NRC on each request for an exemption from NE

CIP standards that NERC receives from Licensees also regulated by the NRC in order to 

facilitate the proper characterization of SSCs subject to either the NRC’s regulations or NERC’

CIP standards.   

In addition to the MOU, NERC and the NRC have been engaged in further discussions to 

facilitate a proces

er NERC’s jurisdiction from those SSCs that should fall under the NRC’s jurisdiction.   

Additionally, NERC plans to conduct “Bright-Line Training Workshops” in order to present to 
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Licensees within each Region a “Bright-Line Survey” that will collect detailed information on 

each Licensees’ SSCs.  These Bright-Line Surveys will be collected from each Licensee in orde

for NERC and the NRC to determine appropriate jurisdiction over each Licensee’s SSCs that ar

part of the nuclear balance of plant.  These Bright-Line Surveys will also require each Licensee 

to identify all of its SSCs that have cyber assets.  The results of these surveys will ultimately 

enable NERC and the NRC to make the necessary scope of systems determinations so that 

Licensees understand whether their assets must be compliant with NERC CIP Reliability 

Standards or with applicable NRC regulations.  

NERC plans to conduct the Bright-Line Training Workshops in the second quarter

2010.  Shortly thereafter, NERC will disseminat

r 

e 

 of 

e the Bright-Line Survey to each Licensee, 

requirin ipt 

the 

o 

e date (the “R” date) of April 

1, 2010

s 

w. 

 

g the surveys be completed and returned to NERC within thirty (30) days.   Upon rece

of the Bright-Line Surveys, NERC will then begin analyzing the assets described in each 

Licensee’s survey in consultation with the NRC to identify those that are subject to NERC’s 

jurisdiction and those that are subject to the NRC’s jurisdiction.  As part of its analysis of 

completed Bright-Line Surveys, NERC plans to conduct site visits of each nuclear plant, as 

necessary, in order to examine the SSCs in person.  Each of these site visits could take up to tw

days, and will be commenced sometime in June or July of 2010.  

Exhibit 2 to this filing contains a project timetable for determining the scope of systems 

determination by NERC.  This timetable assumes a FERC effectiv

.       

A response to each of FERC’s specific directives regard ing the exemption process i

provided belo
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a) the anticipated date the scope of systems determination framework will be 

 
finalized: 

NERC plans to finalize the scope of systems determinations no later than the FERC 

effective date (R) + 8 months.  Because a Licensee must be compliant with the CIP standards by 

the later of the scope of systems determination completion date + 10 months (i.e., S + 10 

months on 

ems 

 

 + 

 in 

he 

e industry.  These 

regiona

) or by the FERC effective date + 18 months (i.e., R + 18 months), NERC’s finalizati

of the scope of systems determination within the R + 8 month time period will ensure that there 

is not a significant gap in these dates of compliance.  That is, completing the scope of syst

determinations by R + 8 months should ensure that both implementation dates will fall near the 

same date.  The implementation dates included in the proposed CIP Version 2 and Version 3 

Implementation Plan are proposed to be the same as in the Version 1 Implementation Plan.  

Therefore, NERC’s finalization of the scope of systems determinations should still be completed

within the R + 8 months’ date, and the date of compliance should still be sometime near the R

18 months’ date.  One possible exception to this schedule will be for those entities that have 

portions of their CIP implementation dates for certain requirements tied to a specific plant 

outage.  In these cases, the implementation dates could be extended for those requirements.  

b) the status of the development of the exemption process 

NERC and the NRC have already begun the process of working out which SSCs are

scope for NERC and which will be exempted from compliance with NERC CIP standards.  T

exemption process started with the planning of regional workshops with th

l workshops will facilitate a process for NERC and the NRC to develop the Bright-Line 

Surveys, and will communicate expectations for the Licensees to complete these surveys in order 

to facilitate the Licensees’ compliance with the CIP Reliability Standards.  The regional 

workshops are currently being scheduled for early- to mid-spring of 2010.   
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Additionally, the NRC and NERC have already created a preliminary Bright-Line list that 

will be presented to the industry in the regional workshops.  Following the regional work

the Licensees will be asked to modify the preliminary Bright-Line surveys to

shops, 

 make them specific 

to their

(ii) a deadline for a determination on an exemption request  

GOs and GOPs with nuclear holdings will be required to submit necessary information 

by a specified deadline to support the process for NERC, the NRC, and the Licensee to complete 

the Bright-L mentation 

Plan, L 8 

e 

NERC 

 the 
exemption process. 

There could be certain outage-related activities by the Licensees associated with some of 

the NERC CIP Reliability Standards.  Additionally, this implementation schedule is contingent 

 respective facilities.  Once NERC and the NRC verify the modified Bright-Line surveys 

with the Licensees, the Bright-Line determinations will be made, thereby completing the Bright-

Line exemption process.   

c) whether the exemption process will include: (i) an application deadline and 

 

ine determination.  Based on the effective date in the Version 1 Imple

icensees will be held accountable for compliance with NERC CIP standards by the R + 1

months’ date or by the S + 10 months’ date, whichever is later, or for those requirements 

requiring a plant outage to implement, six months beyond the date of the first refueling outag

that at least 18 months after the FERC effective date of the implementation plan.  As a result, the 

determination of a Licensees’ scope of systems to be exempted from compliance with the 

CIP Reliability Standards must be made no later than R + 8 months (except for certain outage-

related implementation dates included in the Version 1 Implementation Plan).  The current 

Bright-Line project management plan being developed by NERC and presented in this filing 

supports the above dates.   

d) A description of any other time parameters that may be included in
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upon NRC r

B.  

esources.   

Implementation Plan for CIP Version 2 and Version 3 Standards for Nuclear
Generator Owners and Generator Operators  

In the September 15 Filing, NERC filed for FERC approval its Version 1 Implementation 

Plan for the CIP Version 1 standards (CIP-002-1 through CIP-009-1) applicable to nuclear power 

B.  Since the September 15 filing of the 

Version

 

.  

s with this directive, and is processing the changes to the Version 2 and Version 3 

Implem

when 

                                                

plant GOs and GOPs, in compliance with Order No. 706-

 1 Implementation Plan, FERC approved Version 2 of the CIP standards on September 

30, 2009,15 and NERC filed for FERC approval a Version 3 of the CIP standards on December 

29, 2009.   

In its December 17 Order, FERC noted that the implementation timeline for the Version

2 CIP standards should be the same as the Implementation Plan for the Version 1 CIP standards

NERC agree

entation Plans for U.S. Nuclear Power Plant Owners and Operators through the 

Reliability Standards Development Procedure approved by FERC.  Additionally, consistent with 

FERC’s directive in the December 17 Order, NERC will not be including U.S. Nuclear Power 

Plant Owners and Operators in its compliance program for the CIP Version 2 standards 

they take effect on April 1, 2010.16  NERC will include, for all future filings of proposed new 

versions of the CIP-002 through CIP-009 standards, an associated Implementation Plan that 

addresses U.S. Nuclear Power Plant Owners and Operators compliance to the proposed 

requirements. 

 
15 Order Approving Revised Reliability Standards for Critical Infrastructure Protection and Requiring Compliance 
Filing, 128 FERC ¶ 61,291 (September 30, 2009). 
16 In the September 30 Order, FERC stated that “nothing in [the September 30] order alters our findings in Order 
No. 706-B regarding the applicability of the CIP Reliability Standards, and associated implementation timetables, to 
facilities located at nuclear power plants.  
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NERC is currently preparing to post for comment the Version 2 and Version 3 

Implementation Plans for U.S. Nuclear Power Plant Owners and Operators, as required by the 

Reliabi  Version 

l 

esting 

the “R” date included in the Implementation Plan will take effect 

upon F oposed 

 

 

lity Standards Development Procedure.  While NERC expects the proposed CIP

2 and Version 3 Implementation Plans for U.S. Nuclear Power Plant Owners and Operators wil

include the same implementation dates as those presented in the Version 1 Implementation Plan, 

the comment period and balloting for the revised Implementation Plans for Version 2 and 

Version 3 could not be completed within the thirty-day timeframe for submitting this compliance 

filing.  NERC therefore requests permission to submit an additional compliance filing requ

FERC approval of the Version 2 and Version 3 plan as soon as the results of the balloting 

process are complete.           

Accordingly, NERC hereby requests that FERC approve the proposed Version 1 

Implementation Plan so that 

ERC approval.  This will provide a date certain for the “R” date included in the pr

Implementation Plan.  NERC will soon post for industry comment the CIP Version 2 and 

Version 3 Implementation Plans for U.S. Nuclear Power Plant Owners and Operators that 

includes the same implementation dates as the Version 1 plan, and will submit a further 

compliance filing requesting FERC approval of the CIP Version 2 and Version 3 plan upon

ballot completion and NERC Board approval.   
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IV.  CONCLUSION 

For the reasons stated above, NERC respectfully requests that FERC accept this filing 

and the Attachments in compliance w  December 17 Order.   

 

Gerald W. Cauley 

David N. Cook 
Vice President and General Counsel 

ectric Reliability Corporation  
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/s/ Holly A. Hawkins

ith the directives of the
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Exhibit 2 

 
Project Timetable for Determining the Scope of Systems Determination by 

NERC 
 



ID Task Name Duration

1 FERC Effective Date - (Notionally Assume April 1, 2010) 360 days?

2 FERC Effective date - R 0 days

3 Milestone for R+18 18 mons

4 Milestone for S+10 - Tied to completion of Bright Lines 10 mons

5 S+10 latest determination 1 day?

6 Task BL1 - Develop workshop materials for "Bright Line" determinations 67 days?

19 Task BL2 - Develop workshop schedules for Bright Line 68 days?

24 Task BL3 - Hold Nuclear Entity Bright Line workshops 35 days?

25 Nuclear Entity Workshop - Region II Atlanta 1 wk?

26 Nuclear Entity Workshop - Region IV Arlington TX 1 wk?

27 Nuclear Entity Workshop - Region I Philadelphia 1 wk

28 Nuclear Entity Workshop - Region III Chicago 1 wk?

29 Post workshop Survey revisions 3 wks

30 Task BL4 - NERC Bright line Documentation process 81 days?

31 Distribute the survey 1 day?

32 Utility completes the survey 1 mon

33 NERC and NRC review and accept the revised Bright Line survey 3 mons

34 S+10 latest determination for completion BL4 1 day?

Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep
09 Qtr 1, 2010 Qtr 2, 2010 Qtr 3, 2010 Qtr 4, 2010 Qtr 1, 2011 Qtr 2, 2011 Qtr 3, 2011

Task

Progress

Milestone

Summary

Rolled Up Task

Rolled Up Milestone

Rolled Up Progress

Split

External Tasks

Project Summary

Group By Summary

Deadline

NERC Bright Line Determination 
Project Time Line

Page 1

Project: Nuclear Bright line efforts
Date: Tue 1/19/10


